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E-Commerce Regulation and Consumer Rights in 
the Digital Economy: A Comparative Study of 
Islamic and Western Legal Approaches 

Abstract: The rapid development of digital technologies has transformed global commerce, 
leading to the emergence of digital marketplaces and platform-based economies that facilitate 
cross-border electronic transactions. While e-commerce platforms have expanded economic 
opportunities and improved consumer access to goods and services, they have also introduced 
significant legal challenges related to consumer protection, contractual transparency, and 
regulatory oversight. Consumers engaging in online transactions often face risks associated with 
misleading product information, unfair contractual terms, data privacy concerns, and difficulties 
in resolving disputes across jurisdictions. In response to these challenges, legal systems around 
the world have developed regulatory frameworks aimed at protecting consumer rights and 
ensuring fairness in digital commerce. This study examines the regulation of digital marketplaces 
through a comparative socio-legal analysis of e-commerce governance in Islamic and Western 
legal systems. 

Using a qualitative doctrinal and comparative legal methodology, the research analyzes key legal 
principles governing electronic commerce, consumer protection policies, and dispute resolution 
mechanisms within both legal traditions. The study explores the ethical foundations of Islamic 
commercial law, including principles of fairness, transparency, and mutual consent in 
commercial transactions, and compares them with statutory regulatory frameworks developed 
in Western legal systems. The analysis also considers the socio-legal implications of digital 
commerce, including the influence of institutional structures, cultural values, and technological 
developments on the enforcement of consumer protection laws. 

The findings indicate that both Islamic and Western legal systems share common objectives in 
promoting fairness and protecting consumers from deceptive commercial practices, although 
they differ in their legal methodologies and regulatory mechanisms. Western legal systems 
generally rely on comprehensive legislation and regulatory agencies to enforce consumer 
protection standards, while Islamic commercial jurisprudence integrates ethical principles with 
legal norms to guide market behavior. Despite these differences, both approaches emphasize 
transparency, accountability, and protection against exploitation in commercial transactions. 

The study concludes that effective governance of digital marketplaces requires greater legal 
harmonization and international cooperation to address the cross-border challenges of global e-
commerce. Strengthening transparency requirements, improving dispute resolution 
mechanisms, protecting consumer data, and promoting responsible platform governance are 
essential steps toward enhancing consumer protection in digital markets. Integrating ethical 
principles from diverse legal traditions may also contribute to developing more inclusive and 
balanced regulatory frameworks capable of supporting the continued growth of the global digital 
economy while safeguarding consumer rights. 

Keywords: Digital Marketplaces; Consumer Protection; E-Commerce Regulation; Islamic 
Commercial Law; Comparative Legal Analysis. 
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Introduction 

 The rapid expansion of digital technologies has transformed global commerce, 
giving rise to a new economic environment characterized by online marketplaces, digital 
platforms, and cross-border electronic transactions. E-commerce has become an essential 
component of modern economic systems, enabling businesses and consumers to engage in 
commercial activities beyond traditional geographical and institutional boundaries. Digital 
marketplaces such as online retail platforms, mobile commerce applications, and electronic 
payment systems have significantly increased market accessibility and consumer 
convenience. However, the growth of digital commerce has also created new legal and 
regulatory challenges, particularly in relation to consumer protection, contractual 
obligations, and dispute resolution within the digital environment.1 

One of the primary concerns associated with the expansion of digital marketplaces is the 
protection of consumers in online transactions. Unlike traditional commercial exchanges 
where buyers and sellers interact directly, e-commerce transactions often occur in virtual 
environments where parties may not have direct knowledge of each other’s identities or 
locations. This anonymity and distance can increase the risk of fraud, deceptive practices, 
misinformation, and unfair contractual terms. Consumers purchasing goods or services 
online may face issues such as misleading product descriptions, delayed deliveries, defective 
products, hidden charges, and difficulties in obtaining refunds or compensation. 
Consequently, governments and regulatory authorities around the world have increasingly 
recognized the need to strengthen legal frameworks designed to protect consumers 
participating in digital commerce.2 

In response to these challenges, many countries have developed legal regulations aimed at 
ensuring transparency, fairness, and accountability within online commercial activities. 
Western legal systems, particularly those in Europe and North America, have introduced 
comprehensive consumer protection laws that regulate electronic contracts, online 
advertising, digital payment systems, and data protection practices. These legal frameworks 
often emphasize consumer rights such as the right to clear information, the right to 
withdraw from certain contracts, and the right to protection against unfair commercial 
practices. Regulatory authorities also play an important role in monitoring digital 
marketplaces and enforcing compliance with consumer protection standards.3 

                                                           
1 Anthony, D., & Stanhaus, A. (2026). Disrupting the information order in health care: Institutions, policy 
regimes, and the value of data. Social Science and Medicine, 395, Article 119023. 
https://doi.org/10.1016/j.socscimed.2025.119023 
2 Ariawan. (2025). Regulatory barriers to consumer protection in digital marketplaces. Journal of Human Rights 
Culture and Legal System, 5(3), 806–832. https://doi.org/10.53948/jhcls.v5i3.214 
3 Cherednychenko, O. O. (2024). On the bumpy road to responsible lending in the digital marketplace: The 
new EU Consumer Credit Directive. Journal of Consumer Policy, 47(2), 241–270. https://doi.org/10.1007/s10603-
024-09564-5 

https://www.google.com/search?q=https://doi.org/10.1016/j.socscimed.2025.119023
https://www.google.com/search?q=https://doi.org/10.53948/jhcls.v5i3.214
https://www.google.com/search?q=https://doi.org/10.1007/s10603-024-09564-5
https://www.google.com/search?q=https://doi.org/10.1007/s10603-024-09564-5
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At the same time, Islamic legal systems provide an alternative normative framework for 
regulating commercial transactions, including those conducted through digital platforms. 
Islamic commercial jurisprudence historically emphasizes principles such as fairness in 
trade, transparency in contractual agreements, prohibition of fraud and deception, and the 
protection of both buyers and sellers from unjust practices. Although classical Islamic 
jurisprudence developed in a pre-digital economic context, its ethical and legal principles 
remain highly relevant to modern commercial activities. Concepts such as contractual 
consent, honesty in trade, and the prohibition of exploitative practices provide a strong 
foundation for regulating electronic commerce in ways that ensure justice and fairness in 
market transactions.4 

Despite these shared objectives of fairness and consumer protection, Islamic and Western 
legal systems often approach commercial regulation through different legal methodologies 
and institutional frameworks. Western legal systems typically rely on statutory legislation, 
regulatory agencies, and consumer protection authorities to enforce e-commerce 
regulations. In contrast, Islamic legal traditions integrate ethical principles, jurisprudential 
reasoning, and religious norms into the regulation of commercial activities. These 
differences raise important questions regarding how digital marketplace regulations can be 
effectively harmonized across diverse legal systems while maintaining core principles of 
justice and consumer protection.5 

Furthermore, the globalization of digital commerce has intensified the need for 
comparative legal analysis in the field of e-commerce regulation. Online transactions 
frequently involve parties located in different jurisdictions, making it necessary to 
understand how different legal systems address consumer protection challenges in digital 
marketplaces. Comparative socio-legal analysis provides valuable insights into how legal 
norms, cultural values, and institutional structures influence the regulation of electronic 
commerce across societies. Such analysis can also identify areas where legal systems may 
learn from each other in developing more effective regulatory frameworks for protecting 
consumers in digital markets. 

Against this backdrop, this study aims to examine the regulation of digital marketplaces 
and consumer protection through a comparative socio-legal analysis of Islamic and Western 
legal systems. The research explores how both legal traditions address issues related to 
electronic contracts, transparency in online transactions, consumer rights, and regulatory 
enforcement mechanisms. By analyzing similarities and differences between these legal 
approaches, the study seeks to identify potential pathways for improving consumer 
protection frameworks in the rapidly evolving digital economy. Ultimately, understanding 
the intersection of e-commerce regulation, legal traditions, and consumer protection 

                                                           
4 Durovic, M., & Poon, J. (2023). Consumer vulnerability, digital fairness, and the European rules on unfair 
contract terms: What can be learnt from the case law against TikTok and Meta? Journal of Consumer Policy, 46(4), 
419–443. https://doi.org/10.1007/s10603-023-09549-w 
5 Le, N. (2026). Sustainable consumer data protection in Vietnam’s e-commerce: Bridging legal gaps through 
global insights. Prawo I Wiez, 60(1), 557–576. https://doi.org/10.36128/priw.vi60.812 

https://www.google.com/search?q=https://doi.org/10.1007/s10603-023-09549-w
https://www.google.com/search?q=https://doi.org/10.36128/priw.vi60.812


 

 (IJEGD) 
ISSN: XXXX-XXXX 

Vol.1 No.1January-June 2026, Pages 01-24 

 
4 

principles contributes to the development of more equitable and effective governance of 
digital marketplaces in the global economic landscape. 

Methodology 

This study employs a qualitative socio-legal and comparative legal research methodology to 
analyze the regulation of digital marketplaces and consumer protection within Islamic and 
Western legal systems. The research focuses on examining how different legal traditions 
address the challenges posed by electronic commerce, particularly in relation to consumer 
rights, contractual obligations, and regulatory enforcement. By integrating doctrinal legal 
analysis with socio-legal perspectives, the study seeks to understand not only the legal rules 
governing e-commerce transactions but also the broader social, economic, and institutional 
contexts in which these regulations operate. 

The research begins with a doctrinal legal analysis of primary legal sources governing 
electronic commerce and consumer protection. This includes the examination of statutory 
legislation, regulatory frameworks, and international legal instruments related to digital 
commerce. Key legal provisions regulating electronic contracts, online consumer rights, 
data protection, and unfair commercial practices are analyzed in order to identify the legal 
mechanisms used to safeguard consumers within digital marketplaces. In addition, 
principles of Islamic commercial jurisprudence related to fair trade, transparency in 
contractual agreements, and the prohibition of deceptive practices are examined to 
understand how Islamic legal thought addresses consumer protection in commercial 
transactions. 

A comparative legal approach is adopted to evaluate similarities and differences between 
Islamic and Western legal systems in regulating e-commerce activities. The study compares 
legal frameworks governing electronic transactions in selected jurisdictions that represent 
Western regulatory models and jurisdictions influenced by Islamic legal principles. This 
comparative analysis focuses on several key dimensions of consumer protection, including 
disclosure obligations in online transactions, withdrawal rights in electronic contracts, 
dispute resolution mechanisms, and regulatory oversight of digital marketplaces. By 
examining how these issues are addressed within different legal traditions, the study aims 
to identify strengths, limitations, and potential areas for legal harmonization. 

In addition to doctrinal and comparative analysis, the research incorporates a socio-legal 
perspective to examine how legal norms interact with broader social and economic practices 
in digital marketplaces. Socio-legal analysis considers the role of institutions, cultural 
values, consumer behavior, and technological developments in shaping the effectiveness of 
e-commerce regulations. Secondary sources such as academic literature, policy reports, 
regulatory guidelines, and international organization publications are utilized to provide 
contextual insights into the development of consumer protection frameworks in the digital 
economy. 
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Definition of Digital Marketplaces and Platform Economies 

The emergence of digital marketplaces represents one of the most significant 
transformations in global economic activity during the twenty-first century. Digital 
marketplaces refer to online platforms that facilitate the buying and selling of goods and 
services between businesses and consumers through internet-based technologies. These 
platforms function as intermediaries that connect multiple market participants, including 
sellers, buyers, service providers, and payment systems, within a digital environment. 
Unlike traditional retail markets that rely on physical interactions and geographically 
limited trade, digital marketplaces enable transactions across national borders and time 
zones, significantly expanding commercial opportunities for both businesses and 
consumers.The rapid growth of digital marketplaces is closely linked to the broader 
development of the platform economy, a business model that relies on digital platforms to 
organize economic exchanges and coordinate interactions among users. Platform-based 
companies operate by creating technological infrastructures that allow third-party vendors 
and consumers to interact efficiently through online systems. In this model, the platform 
provider does not necessarily produce goods or services but facilitates transactions by 
offering digital infrastructure, payment systems, logistics support, and information 
management tools. These platforms have become central components of modern 
commerce, reshaping traditional business models and transforming the global retail 
landscape.6 

Digital marketplaces operate through complex technological ecosystems that integrate 
multiple services such as product listing, online payment processing, consumer feedback 
systems, and delivery logistics. The integration of these services enables seamless 
transactions and enhances consumer convenience. Consumers can access a wide variety of 
products, compare prices, read reviews, and complete purchases within a single digital 
environment. This accessibility has contributed significantly to the expansion of e-
commerce and the increasing reliance of consumers on online shopping 
platforms.However, the growth of digital marketplaces has also introduced new legal and 
regulatory challenges. Online transactions often involve multiple parties located in 
different jurisdictions, raising questions regarding applicable laws, consumer rights, and 
dispute resolution mechanisms. Additionally, digital marketplaces may create power 
imbalances between large platform operators and individual consumers or small-scale 
vendors. Platform providers often control the rules governing transactions, pricing 
structures, data usage, and product visibility within the marketplace. These dynamics have 
led policymakers and legal scholars to examine how digital platforms should be regulated 
in order to ensure fair competition and adequate protection for consumers.7 

                                                           
6 Sudirman, L., Sohheng, N., Agustianto, Agustini, S., & Nurlaily. (2025). Legal protections against unfair 
competition in e-commerce: Analysis of Indonesian and Thailand framework adequacy. Jurnal Hukum Novelty, 
16(1), 27–42. https://doi.org/10.26555/novelty.v16i1.a28510 
7 Azam, M., Hamdoun, A. A.-M., Harahsheh, E. A. A. M., Mashdurohatun, A., & Sidauruk, H. P. (2025). 
Religious diversity in the digital economy: Interfaith legal pathways to harmonize Sharia, Christian ethics, and 

https://www.google.com/search?q=https://doi.org/10.26555/novelty.v16i1.a28510
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Another defining characteristic of digital marketplaces is their reliance on data-driven 
technologies. Platform operators collect and analyze large amounts of consumer data in 
order to personalize marketing strategies, optimize pricing algorithms, and improve service 
efficiency. While data analytics can enhance user experiences and facilitate efficient market 
operations, it also raises concerns regarding privacy, transparency, and potential 
manipulation of consumer behavior. These concerns highlight the need for regulatory 
frameworks that address not only commercial transactions but also issues related to data 
protection and digital governance.8 

Consumer Protection Principles and Socio-Legal Perspectives on Digital Market 
Regulation 

The expansion of digital commerce has intensified the importance of consumer protection 
within the digital economy. Consumer protection refers to the set of legal rules, regulatory 
policies, and institutional mechanisms designed to safeguard consumers from unfair 
commercial practices, fraudulent transactions, and information asymmetries in market 
exchanges. In traditional markets, consumer protection laws developed to address issues 
such as product safety, deceptive advertising, and unfair contract terms. However, the 
digital environment introduces new risks and complexities that require updated legal 
frameworks and regulatory approaches.One of the central challenges in digital marketplaces 
is the problem of information asymmetry, where sellers or platform operators possess 
significantly more information about products and services than consumers. In online 
transactions, consumers often rely on digital descriptions, images, and reviews to evaluate 
products before making purchasing decisions. Inaccurate product information, misleading 
advertising, or manipulated consumer reviews can lead to deceptive commercial practices 
that harm consumers. Effective consumer protection frameworks therefore emphasize the 
importance of transparency, requiring sellers and platform operators to provide accurate 
and complete information about products, prices, and contractual terms.9 

Another key principle of consumer protection in the digital economy involves ensuring fair 
contractual relationships between businesses and consumers. Online transactions 
frequently involve standardized electronic contracts or “click-wrap” agreements that 
consumers must accept in order to complete purchases. These contracts may contain 
complex terms regarding payment obligations, return policies, liability limitations, and 
dispute resolution procedures. Because consumers often lack bargaining power in these 
situations, regulatory frameworks seek to prevent unfair contract terms that may 

                                                           
international law. Contemporary Issues on Interfaith Law and Society, 4(2), 207–264. 
https://doi.org/10.15294/ciils.v4i2.3301 
8 Azam, M., Mashdurohatun, A., Firmansyah, A. N., Saktiawan, M. D., & Jaya, K. O. P. (2025). Harmonizing 
Contemporary International Commercial Law with Sharia-Based National Legal Systems: A Comparative Study of Pakistan, 
Turkey, Indonesia, Malaysia, and Saudi Arabia. MILRev: Metro Islamic Law Review, 4(2), 1074–1096. Scopus 
Q1. https://doi.org/10.32332/milrev.v4i2.11334 
9 Alaloosh, M. S., Shaker, A., & Eliwy, S. H. (2026). 
Securing digital trade: A techno-legal analysis of e-commerce safeguards in Iraq's regulation No. 4/2025. 
Nusantara Journal of Law Studies, 5(1), 44–60. 

https://www.google.com/search?q=https://doi.org/10.15294/ciils.v4i2.33011
https://doi.org/10.32332/milrev.v4i2.11334?utm_source=chatgpt.com
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disadvantage consumers or limit their legal rights.Consumer protection laws also aim to 
ensure effective remedies and dispute resolution mechanisms in cases where digital 
transactions result in harm to consumers. Issues such as delayed deliveries, defective 
products, unauthorized payments, or fraudulent online sellers may arise in digital 
marketplaces. Legal frameworks governing e-commerce therefore emphasize the 
importance of accessible complaint procedures, refund mechanisms, and legal enforcement 
tools that allow consumers to seek compensation when their rights are violated. Regulatory 
authorities and consumer protection agencies play an important role in monitoring online 
markets and enforcing compliance with consumer protection standards.10 

From a socio-legal perspective, the regulation of digital marketplaces extends beyond formal 
legal rules and includes the influence of social norms, institutional structures, and 
technological developments on market behavior. Socio-legal analysis examines how law 
interacts with broader social and economic processes, recognizing that legal regulations 
must operate within complex social environments shaped by technological innovation and 
global economic integration. In the context of digital marketplaces, socio-legal perspectives 
highlight the role of various actors—including governments, platform companies, 
consumers, and civil society organizations—in shaping the regulatory landscape of online 
commerce.Socio-legal scholars also emphasize the importance of understanding how 
cultural values and institutional practices influence consumer protection frameworks in 
different legal systems. For example, consumer protection policies in some jurisdictions 
may prioritize strong regulatory oversight and state intervention, while others rely more 
heavily on market-based solutions or self-regulation by platform operators. These 
differences reflect broader legal traditions and social expectations regarding the role of law 
in regulating economic activities.the globalization of digital commerce has created 
regulatory challenges that extend beyond national legal systems. Cross-border e-commerce 
transactions may involve parties subject to different legal frameworks, making it difficult to 
determine jurisdiction, applicable law, and enforcement authority. Socio-legal perspectives 
therefore highlight the importance of international cooperation and legal harmonization 
in developing effective regulatory frameworks for digital marketplaces. International 
guidelines, regional regulatory initiatives, and collaborative enforcement mechanisms can 
help address the challenges posed by globalized digital commerce.11 

Legal Frameworks Governing Digital Commerce 

The rapid expansion of e-commerce has prompted Western legal systems to develop 
comprehensive regulatory frameworks aimed at governing digital commerce and protecting 
consumer interests in online transactions. As digital marketplaces increasingly shape global 
                                                           
10 Tang, Y., Li, Y., & Wang, L. (2026). 
The relative market power of digital platforms and consumer privacy. 
Modern Economic Science, 48(1), 75–89. 
11 Lyons, B., & Sugden, R. (2025). 
Transactional fairness in consumer markets. 
Behavioural Public Policy, 9(4), 826–848. 
https://doi.org/10.1017/bpp.2023.6 
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economic activity, governments and regional institutions in Europe and North America 
have introduced legislation and regulatory mechanisms designed to ensure transparency, 
fairness, and accountability in electronic commercial practices. These legal frameworks seek 
to regulate various aspects of digital commerce, including electronic contracts, online 
advertising, data protection, digital payment systems, and the responsibilities of online 
platform operators.One of the key legal foundations for regulating e-commerce in Western 
jurisdictions is the recognition of electronic contracts and digital transactions as legally 
binding agreements. Legal systems in Europe and the United States have adopted 
legislation that grants electronic communications and digital signatures the same legal 
validity as traditional written contracts. This recognition facilitates the development of 
online commercial transactions by ensuring that agreements concluded through electronic 
means can be legally enforced. Legal frameworks governing digital commerce also establish 
rules regarding the formation of electronic contracts, ensuring that consumers are provided 
with adequate information about the terms and conditions of online transactions before 
completing purchases.12 

Another important component of Western e-commerce regulation involves the 
establishment of rules governing online business practices and digital market competition. 
Governments have implemented legal measures designed to prevent deceptive advertising, 
unfair commercial practices, and monopolistic behavior within digital marketplaces. 
Platform operators and online sellers are generally required to provide accurate product 
information, transparent pricing structures, and clear contractual terms to consumers. 
These regulations are intended to reduce information asymmetry between sellers and 
buyers and to create a more trustworthy digital marketplace environment.In addition to 
consumer protection concerns, Western legal frameworks also address issues related to data 
protection and digital privacy, which have become central to the regulation of online 
commerce. Digital marketplaces rely heavily on the collection and processing of consumer 
data to personalize services, manage transactions, and develop targeted marketing strategies. 
However, the use of consumer data raises significant concerns regarding privacy rights, data 
security, and potential misuse of personal information. Consequently, Western 
jurisdictions have introduced strict data protection regulations that establish clear rules 
regarding the collection, storage, and use of personal data within digital commercial 
activities.Another aspect of e-commerce regulation involves cross-border digital trade and 
jurisdictional challenges. Because online transactions often involve parties located in 
different countries, Western legal frameworks increasingly emphasize international 
cooperation and regulatory harmonization to address cross-border disputes and 
enforcement challenges. Regional regulatory initiatives and international guidelines aim to 

                                                           
12 Khan, L. M., Levine, S. A. A., & Nguyen, S. T. (2025). 
After notice and choice: Reinvigorating “unfairness” to rein in data abuses. 
Stanford Law Review, 77(6), 1375–1461. 
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facilitate cooperation between governments, regulatory authorities, and consumer 
protection agencies in order to address issues related to global digital commerce.13 

Consumer Rights in Online Contracts and the Role of Regulatory Authorities 

Consumer protection constitutes a central objective of e-commerce regulation in Western 
legal systems. Digital transactions create unique challenges for consumer rights because 
online purchases typically occur without physical inspection of products and often involve 
standardized electronic contracts that limit consumers’ ability to negotiate contractual 
terms. To address these challenges, Western legal frameworks have developed specific legal 
protections designed to ensure that consumers are treated fairly in digital marketplaces.One 
of the most important consumer protection mechanisms in digital commerce is the right 
to clear and accurate information before concluding online contracts. Online sellers are 
required to provide consumers with essential information about products and services, 
including prices, delivery conditions, product specifications, and return policies. This 
information must be presented in a transparent and accessible manner so that consumers 
can make informed purchasing decisions. Failure to provide accurate product descriptions 
or misleading advertising practices may result in legal liability for sellers and platform 
operators.14 

Another key consumer protection principle in Western e-commerce law is the right to 
withdraw from certain online contracts within a specified period of time. Because 
consumers cannot physically inspect goods before purchasing them online, legal 
frameworks often provide a “cooling-off period” that allows consumers to cancel purchases 
and return products without penalty. This right enhances consumer confidence in digital 
marketplaces by reducing the risks associated with remote transactions.In addition to 
withdrawal rights, Western consumer protection laws also address issues related to product 
liability and digital service quality. Online sellers and service providers may be held legally 
responsible for defective products, unsafe goods, or digital services that fail to meet 
contractual expectations. Legal frameworks require businesses to provide remedies such as 
product replacements, refunds, or compensation when consumers suffer losses due to 
faulty products or misleading business practices.Regulatory authorities and consumer 
protection agencies play a critical role in ensuring compliance with e-commerce regulations. 
These institutions are responsible for monitoring digital marketplaces, investigating 
complaints from consumers, and enforcing legal standards governing online commercial 
activities. Consumer protection agencies often collaborate with competition authorities, 

                                                           
13 Turner, S., & Tanczer, L. M. (2024). 
In principle vs in practice: User, expert and policymaker attitudes towards the right to data portability in the 
internet of things. 
Computer Law & Security Review, 52, 105912. 
https://doi.org/10.1016/j.clsr.2023.105912 
14 Sauter, W. (2024). 
Responsive competition law. 
European Law Open, 3(4), 768–793. 
https://doi.org/10.1017/elo.2024.35 

https://doi.org/10.1016/j.clsr.2023.105912
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telecommunications regulators, and data protection bodies in order to address complex 
regulatory challenges associated with digital commerce.Another important function of 
regulatory authorities is promoting consumer awareness and education regarding digital 
commerce risks. Many governments and regulatory agencies have launched public 
awareness campaigns that inform consumers about safe online shopping practices, fraud 
prevention strategies, and mechanisms for reporting suspicious digital activities. Such 
initiatives aim to empower consumers by increasing their understanding of digital market 
risks and encouraging responsible participation in online commerce.regulatory authorities 
increasingly cooperate at the international level to address the challenges posed by cross-
border e-commerce transactions. Because digital marketplaces often operate across multiple 
jurisdictions, national regulatory agencies collaborate with foreign counterparts to 
investigate fraudulent online sellers, enforce consumer protection laws, and coordinate 
enforcement actions against digital platforms that violate regulatory standards.15 

Ethical Foundations of Commercial Transactions in Islamic Law 

Islamic commercial law is deeply rooted in ethical principles that emphasize fairness, 
honesty, and justice in economic activities. Unlike purely regulatory systems that focus 
primarily on statutory rules, Islamic jurisprudence integrates moral values with legal norms 
in order to ensure that commercial transactions are conducted in a manner that protects 
the interests of both buyers and sellers. These ethical foundations are derived from primary 
sources of Islamic law, including the Qur’an, prophetic traditions, and classical 
jurisprudential interpretations, which collectively establish a framework for equitable 
economic interactions.One of the central ethical principles in Islamic commercial 
transactions is the obligation of honesty and integrity in trade. Islamic teachings strongly 
emphasize truthful representation of goods and services, prohibiting deception, fraud, and 
manipulation in commercial dealings. Sellers are required to provide accurate information 
regarding the quality, quantity, and condition of products offered for sale. Any attempt to 
mislead consumers through false descriptions or concealment of defects is considered 
ethically unacceptable and legally invalid within Islamic jurisprudence. This ethical 
obligation promotes transparency in market transactions and helps maintain trust between 
market participants.Another important ethical foundation is the principle of justice and 
fairness in economic exchanges. Islamic commercial law encourages balanced transactions 
that avoid exploitation or unfair advantage by either party. The legal framework seeks to 
ensure that both buyers and sellers engage in transactions with full awareness of contractual 
terms and mutual satisfaction with the exchange. This principle reflects the broader Islamic 
commitment to social justice and economic equity, recognizing that commercial activities 
should contribute to the well-being of society rather than generating harm or 
inequality.Islamic legal thought also discourages excessive speculation, uncertainty, and 

                                                           
15 de Oliveira, C. G. B., Albuquerque, O. D. P., Belotti, E. L., Silva, R. B. D. A., & Arbix, G. (2026). 
An analysis of facial recognition in banking disputes through data scraping from São Paulo court of appeal 
decisions. 
Applied Soft Computing, 189, 114500. 
https://doi.org/10.1016/j.asoc.2024.114500 
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exploitation in market transactions. Commercial activities involving unjust enrichment or 
manipulation of market conditions are generally viewed as inconsistent with ethical 
economic behavior. These principles aim to protect consumers from unfair market 
practices while encouraging responsible economic participation. Historically, Islamic 
markets developed regulatory mechanisms that promoted ethical trading behavior, 
including supervision of market activities and the enforcement of commercial honesty 
among traders.Islamic commercial ethics emphasize social responsibility and public welfare 
in economic activities. Markets are not viewed solely as mechanisms for profit generation 
but also as institutions that contribute to broader social and economic stability. Merchants 
and business operators are expected to conduct their activities in ways that promote 
fairness, support community welfare, and avoid harm to others. These ethical expectations 
form an important foundation for consumer protection because they encourage businesses 
to prioritize responsible behavior and long-term trust within commercial relationships.16 

Legal Rules of Fairness, Transparency, and Consent in Commercial Transactions 

In addition to its ethical foundations, Islamic commercial law contains specific legal 
principles that regulate contractual relationships and protect participants in market 
transactions. These legal rules aim to ensure fairness, transparency, and voluntary consent 
in commercial agreements, thereby reducing the likelihood of disputes or exploitative 
practices. The integration of these principles within Islamic jurisprudence provides a 
comprehensive framework for regulating economic activities and safeguarding consumer 
rights.One of the most important legal requirements in Islamic commercial transactions is 
the principle of mutual consent between contracting parties. A valid contract must be 
formed through the voluntary agreement of both parties, meaning that neither party should 
be subjected to coercion, deception, or misinformation during the negotiation process. In 
practical terms, this requirement obliges sellers to disclose essential information about the 
goods or services being offered and ensures that buyers make purchasing decisions based 
on clear and accurate knowledge of the transaction.17 

Transparency also plays a crucial role in Islamic commercial law. Sellers must provide full 
disclosure regarding the characteristics of goods, including any defects or limitations that 
may affect the value or usability of the product. Concealing important information or 
misrepresenting product qualities is considered a violation of legal and ethical standards. 
These rules promote consumer protection by ensuring that buyers are able to evaluate the 
risks and benefits of a transaction before entering into a contractual agreement.Another 
significant principle concerns the avoidance of excessive uncertainty in commercial 

                                                           
16 Marino, G. (2025). 
The consumer’s right of withdrawal at the sustainability crossroads: An ecological analysis of European 
consumer law. 
European Review of Contract Law, 21(4), 479–500. 
https://doi.org/10.1515/ercl-2025-0020 
17 Boyack, A. J. (2025). 
Abuse of contract: Boilerplate erasure of consumer counterparty rights. 
Iowa Law Review, 110(2), 497–570. 
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contracts. Islamic jurisprudence discourages transactions that involve ambiguous 
contractual terms or unclear obligations between parties. Contracts must clearly specify 
essential elements such as price, quantity, delivery conditions, and payment arrangements. 
This requirement enhances legal certainty and protects consumers from entering into 
agreements that may expose them to unforeseen risks or financial losses.Islamic commercial 
law also recognizes mechanisms for protecting buyers from defective goods or unfair 
transactions. If a purchased product is discovered to contain undisclosed defects, the buyer 
may have the right to cancel the transaction or request compensation. Such protections 
ensure that sellers remain accountable for the quality and accuracy of their commercial 
representations. These rules function similarly to modern consumer protection laws that 
guarantee remedies for defective products or misleading business practices.18 

The principles of fairness, transparency, and consent within Islamic commercial law remain 
highly relevant to the regulation of digital marketplaces and e-commerce transactions. 
Although classical Islamic jurisprudence developed in a pre-digital economic environment, 
its underlying legal concepts can be applied to modern electronic commerce. Online 
transactions often involve information asymmetry, digital contracts, and remote 
interactions between buyers and sellers, which can increase the risk of deceptive practices 
or unfair contractual terms. Islamic legal principles emphasizing transparency and honest 
disclosure can help address these risks by requiring digital sellers to provide clear and 
accurate product information.Furthermore, the principle of mutual consent remains 
particularly relevant in electronic contracting systems. Consumers must be able to 
understand and voluntarily accept the terms of digital transactions before completing 
online purchases. Ensuring that electronic contracts are transparent and accessible helps 
protect consumer autonomy and promotes fairness in digital commerce.The ethical and 
legal principles embedded within Islamic commercial jurisprudence therefore offer 
valuable guidance for regulating contemporary digital marketplaces. By emphasizing 
honesty, fairness, transparency, and responsible commercial behavior, Islamic commercial 
law provides a framework that can complement modern consumer protection regulations 
in addressing the challenges of the digital economy.19 

Similarities and Differences in Consumer Protection Approaches 

The regulation of e-commerce and digital marketplaces has become an important area of 
legal development in both Islamic and Western legal systems. Although these systems 
originate from different legal traditions and institutional structures, they share several 
common objectives in protecting consumers and ensuring fairness in commercial 
transactions. A comparative analysis reveals that both legal frameworks emphasize 

                                                           
18 Möllers, T. M. J., & Glas, J. (2025). 
Paying for returns in distance contracts: Rethinking consumer protection law. 
European Review of Private Law, 33(5–6), 1005–1038. 
19 Septiningsih, I., & Karimullah, S. S. (2024). 
Consumer protection in the digital era: An analysis of consumer protection in e-commerce. 
Nusantara Journal of Law Studies, 3(2), 68–80. 
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transparency, honesty in commercial dealings, and the protection of consumers from 
fraudulent or misleading business practices. However, the methods through which these 
objectives are achieved differ in terms of legal philosophy, regulatory mechanisms, and 
institutional enforcement.One of the key similarities between Islamic and Western legal 
systems is their shared commitment to fairness and transparency in commercial 
transactions. In Western consumer protection law, regulations require businesses to 
provide clear and accurate information regarding products, prices, delivery conditions, and 
contractual obligations. These requirements aim to reduce information asymmetry between 
sellers and consumers and allow consumers to make informed purchasing decisions. 
Similarly, Islamic commercial law places strong emphasis on honesty and full disclosure in 
trade, requiring sellers to provide accurate information about the quality, quantity, and 
condition of goods. Misrepresentation, fraud, and concealment of defects are considered 
violations of both ethical and legal standards within Islamic jurisprudence.20 

Another important similarity involves the recognition of consumer rights in contractual 
relationships. Western legal frameworks often establish statutory consumer rights that 
protect individuals from unfair contract terms and deceptive commercial practices. These 
rights may include the ability to cancel certain online transactions, request refunds for 
defective goods, and seek legal remedies for unfair business conduct. Islamic commercial 
law also recognizes protections for buyers, including the right to reject defective goods or 
cancel transactions when sellers fail to disclose important information about products. 
These principles demonstrate that both legal traditions prioritize fairness in market 
exchanges and seek to prevent exploitation within commercial relationships.Despite these 
similarities, important differences exist between the two legal systems in terms of their 
regulatory approaches. Western legal systems typically rely on comprehensive statutory 
legislation and regulatory agencies to enforce consumer protection rules. Governments 
enact detailed laws governing electronic commerce, data protection, digital advertising, and 
competition within online markets. Regulatory authorities monitor compliance with these 
laws and may impose penalties on businesses that violate consumer protection standards.In 
contrast, Islamic commercial law integrates ethical principles with legal rules, emphasizing 
moral responsibility alongside formal regulation. While modern Muslim-majority countries 
may adopt statutory laws governing e-commerce, Islamic legal traditions often rely on 
broader principles of justice, honesty, and prevention of harm to guide commercial 
behavior. These principles influence how commercial disputes are interpreted and resolved, 
reflecting a legal philosophy that integrates ethical values within market regulation.21 

                                                           
20 Hasanah, L. N., Faisal, M. S., Ahmed, Z., & Hasyim, M. Y. A. (2025). Religious diversity and the digital 
economy: Legal–academic pathways to harmonize Sharia and international law. International Journal of Law and 
Social Sciences, 1(1). https://doi.org/10.65960/ijlss.1.1.2025.8 
21 Mujiono, & Ticualu, C. (2025). Emerging trends in law and social sciences: Global perspectives on policy, 
ethics, justice, and institutional reform. International Journal of Law and Social Sciences, 1(1), 40–60. 
https://doi.org/10.65960/ijlss.1.1.2025.6 
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Regulation of Online Contracts, Dispute Resolution, and Cross-Border 
Challenges 

The regulation of online contracts represents another important area in which Islamic and 
Western legal systems can be compared. In Western legal systems, electronic contracts are 
widely recognized as legally binding agreements. Legal frameworks governing digital 
commerce establish rules regarding the formation of electronic contracts, digital signatures, 
and consumer consent in online transactions. Online contracts are typically formed 
through standardized mechanisms such as click-wrap agreements or digital acceptance of 
terms and conditions. Consumer protection laws require businesses to provide clear 
contractual information and ensure that consumers are able to review contract terms before 
completing transactions.Islamic commercial law similarly emphasizes the importance of 
voluntary consent and clarity in contractual agreements. For a commercial contract to be 
valid, both parties must willingly agree to the terms of the transaction without coercion or 
deception. Essential elements such as price, product description, and delivery conditions 
must be clearly specified. Although classical Islamic jurisprudence developed in a non-
digital environment, these contractual principles can be applied to electronic transactions. 
Online contracts may therefore be considered valid within Islamic legal frameworks as long 
as they satisfy the fundamental requirements of transparency, mutual consent, and absence 
of fraud.Dispute resolution mechanisms also differ between Islamic and Western legal 
systems. In Western jurisdictions, disputes arising from e-commerce transactions are 
typically resolved through formal legal institutions such as courts, arbitration bodies, or 
consumer protection agencies. Governments often establish specialized mechanisms for 
handling consumer complaints related to digital commerce. Online dispute resolution 
platforms have also been developed to address conflicts arising from cross-border 
transactions, allowing consumers and businesses to resolve disputes efficiently through 
digital communication systems.22 

In Islamic legal systems, dispute resolution traditionally involves judicial authorities, 
arbitration processes, and community-based mediation mechanisms. Islamic jurisprudence 
encourages the use of fair negotiation and mediation to resolve commercial disputes before 
resorting to formal legal proceedings. These dispute resolution approaches reflect broader 
Islamic principles promoting reconciliation and fairness in social interactions. In modern 
Muslim-majority states, legal institutions often combine elements of civil law systems with 
Islamic legal principles in addressing commercial disputes, including those arising from 
digital marketplaces.Cross-border digital transactions present significant challenges for 
both legal systems. E-commerce platforms frequently facilitate transactions between parties 
located in different countries, making it difficult to determine which jurisdiction’s laws 
apply in cases of disputes or regulatory violations. Differences in consumer protection 
standards, contractual rules, and enforcement mechanisms can complicate efforts to resolve 

                                                           
22 Azhari, A. M., Azhari, S., & Yaqooq, M. I. (2025). Global transformations in law, justice, and society: 
Comparative perspectives on governance, rights, and legal reform. International Journal of Law and Social Sciences, 
1(1), 60–90. https://doi.org/10.65960/ijlss.1.1.2025.7 
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disputes effectively. For example, consumers purchasing goods from foreign sellers may face 
difficulties in enforcing their rights if the seller operates under a different legal system or 
regulatory framework.These cross-border challenges highlight the growing need for 
international cooperation and regulatory harmonization in e-commerce governance. 
Governments and international organizations increasingly recognize the importance of 
developing common standards for digital commerce regulation, including rules governing 
electronic contracts, data protection, and consumer rights. Harmonized regulatory 
frameworks can help reduce legal uncertainty and ensure that consumers receive consistent 
protection regardless of the jurisdiction in which digital transactions occur.23 

Impact of Digital Commerce on Consumer Rights and Market Fairness 

The rapid growth of digital commerce has significantly reshaped traditional market 
structures and transformed the relationship between businesses and consumers. Online 
marketplaces have expanded access to goods and services, allowing consumers to participate 
in global markets with unprecedented convenience and efficiency. Through digital 
platforms, consumers can compare prices, evaluate product reviews, and purchase goods 
from sellers located in different regions of the world. While these developments have 
increased market accessibility and consumer choice, they have also introduced complex 
socio-legal challenges related to consumer rights, market fairness, and regulatory 
oversight.One of the most significant impacts of digital commerce on consumer rights is 
the emergence of information asymmetry in online transactions. In traditional physical 
markets, consumers can inspect goods directly before making purchasing decisions. 
However, in digital marketplaces, consumers rely heavily on online descriptions, images, 
and ratings provided by sellers or platform operators. This dependence on digital 
information increases the risk of misleading advertising, inaccurate product descriptions, 
and manipulated consumer reviews. As a result, consumers may face greater vulnerability 
to deceptive practices that undermine fair market competition.Digital marketplaces also 
create power imbalances between large platform operators and individual consumers or 
small businesses. Major digital platforms control the technological infrastructure that 
facilitates online transactions, including payment systems, search algorithms, and product 
ranking mechanisms. These platforms often establish their own commercial rules that 
determine how sellers interact with consumers within the marketplace. While such 
platforms improve efficiency and connectivity in digital commerce, they may also influence 
market outcomes in ways that disadvantage smaller sellers or limit consumer choice. For 
example, algorithmic ranking systems may prioritize certain products or vendors based on 

                                                           
23 Al-Farjani, S. H., Ahmad, T., & Rana, H. A. S. (2025). Digital innovation, legal reform, and social justice: 
Interdisciplinary approaches to law, technology, and human rights. International Journal of Law and Social Sciences, 
1(1), 91–129. https://doi.org/10.65960/ijlss.1.1.2025.5 
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commercial arrangements with the platform operator, potentially affecting transparency 
and fairness in market competition.24 

Another important socio-legal issue involves the protection of consumer privacy and 
personal data within digital marketplaces. Online transactions often require consumers to 
share personal information such as payment details, addresses, and purchasing preferences. 
Digital platforms collect and analyze large volumes of consumer data in order to personalize 
marketing strategies, recommend products, and optimize service efficiency. While data-
driven technologies enhance the functionality of digital marketplaces, they also raise 
concerns about the potential misuse of personal data, unauthorized data sharing, and 
surveillance practices that may infringe upon consumer privacy rights. Regulatory 
frameworks must therefore balance the economic benefits of digital data usage with the 
need to protect individuals from privacy violations and exploitation.The expansion of 
digital commerce also influences broader market fairness by transforming traditional 
business models and competitive dynamics. Digital platforms often operate on global scales 
and possess significant technological resources that allow them to dominate online markets. 
Smaller businesses and local retailers may face difficulties competing with large digital 
platforms that benefit from economies of scale, advanced logistics systems, and data-driven 
marketing strategies. These changes raise questions regarding market competition, fair 
access to digital marketplaces, and the potential concentration of economic power within 
a small number of technology companies.25 

Institutional, Cultural, and Regulatory Challenges in Global Digital Markets 

In addition to market dynamics, socio-legal perspectives emphasize the importance of 
institutional and cultural factors in shaping how consumer protection regulations are 
implemented and enforced within digital marketplaces. Legal frameworks governing e-
commerce do not operate in isolation; their effectiveness depends on the broader 
institutional structures and cultural values that influence regulatory enforcement and 
consumer behavior.Institutional capacity plays a critical role in ensuring effective 
enforcement of consumer protection laws. Regulatory authorities responsible for 
monitoring digital marketplaces must possess the technical expertise, financial resources, 
and legal authority necessary to investigate online fraud, enforce compliance with consumer 
protection regulations, and address emerging technological challenges. In some 
jurisdictions, regulatory agencies may face limitations in technological infrastructure or 
specialized expertise required to monitor complex digital platforms. These institutional 

                                                           
24 Al Azhari, F. U., & Al Azhari, S. I. (2025). Contemporary challenges in harmonizing Sharia, national legal 
systems, and international law in a rapidly changing world. International Journal of Law and Social Sciences, 1(1), 
130–150. https://doi.org/10.65960/ijlss.1.1.2025.4 
25 Mustafa, A., Ishaque, M., Raza, R., Samiullah, & Raza, M. I. (2025). When culture meets Fiqh: Examining the 

legal authority of ʿUrf in contemporary engagement traditions. Global Islamic Research Journal, 1(1), 1–21. 
https://doi.org/10.65960/girj.1.1.2025.6 
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constraints can reduce the effectiveness of consumer protection policies and allow 
fraudulent online practices to persist within digital markets.26 

Cultural factors also influence how consumers and businesses interact within digital 
marketplaces and how legal norms are interpreted in different societies. Consumer 
attitudes toward risk, trust in digital transactions, and expectations regarding regulatory 
intervention may vary across cultural contexts. In some societies, strong consumer 
protection traditions encourage active regulatory oversight and legal enforcement against 
unfair commercial practices. In others, market participants may rely more heavily on 
informal norms, reputation systems, or community-based dispute resolution mechanisms 
to regulate commercial interactions. Understanding these cultural influences is important 
for designing consumer protection policies that are both effective and socially 
legitimate.One of the most significant challenges associated with digital marketplaces is the 
regulation of global digital platforms that operate across multiple jurisdictions. Many 
online marketplaces function as transnational businesses with operations spanning 
numerous countries and legal systems. This global reach complicates efforts by national 
governments to regulate digital commerce effectively. When disputes arise between 
consumers and foreign sellers or platform operators, determining the applicable legal 
jurisdiction and enforcement authority can become highly complex.Cross-border e-
commerce transactions may involve conflicting legal standards related to consumer rights, 
contract law, and data protection. For example, consumer protection regulations in one 
jurisdiction may differ significantly from those in another, creating uncertainty regarding 
which legal rules should apply to international digital transactions. In addition, enforcing 
legal judgments against foreign platform operators or online sellers may prove difficult 
when businesses are located outside the jurisdiction of domestic regulatory authorities.27 

These challenges have encouraged policymakers and international organizations to explore 
new approaches to global digital governance. Cooperative regulatory frameworks, 
international guidelines for digital commerce, and cross-border enforcement mechanisms 
are increasingly being developed to address the complexities of global online markets. 
Collaboration between national regulatory authorities can improve information sharing, 
strengthen enforcement capabilities, and enhance consumer protection across 
international digital marketplaces.Furthermore, many scholars argue that effective 
regulation of digital platforms requires a multi-stakeholder approach involving 
governments, technology companies, consumer advocacy groups, and international 
institutions. Digital platforms themselves play an important role in regulating market 
behavior by establishing internal policies governing seller conduct, dispute resolution 

                                                           
26 Faisala, M. S., Karim, A., Ahmad, M., Anwer, M., Adnan, M., Hassan, M., Ahmad, K., Sohaib, H., Aziz, Q., 
& Liaqat, M. (2025). The Prophetic Sunnah and the challenges of the age: Confronting technology and its 
effects on social and psychological security. Global Islamic Research Journal, 1(1), 22–42. 
https://doi.org/10.65960/girj.1.1.2025.5 
 
27 Mujiono, Ticualu, C., Mawardi, K., Riyadi, S., & Zuhri, B. (2025). Islamic law and campus governance against 
drug abuse: Preventive strategies and restorative rehabilitation in Indonesian universities. Global Islamic Research 
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procedures, and consumer protection mechanisms. When combined with public regulatory 
oversight, such platform-based governance can contribute to more comprehensive 
protection for consumers participating in digital commerce.28 

Policy Recommendations for Improving Digital Consumer Protection 

The rapid expansion of global e-commerce and digital marketplaces has created significant 
opportunities for economic growth and innovation, but it has also introduced complex 
regulatory challenges related to consumer protection. As digital platforms increasingly 
facilitate cross-border transactions between buyers and sellers from different jurisdictions, 
traditional legal frameworks designed for domestic commerce may no longer be sufficient 
to address the risks associated with online markets. Strengthening consumer protection in 
digital environments therefore requires comprehensive policy reforms that enhance 
transparency, accountability, and fairness in electronic transactions.One important policy 
recommendation involves improving transparency and disclosure requirements in digital 
marketplaces. Consumers participating in online transactions often face information 
asymmetry because they cannot physically inspect products or directly interact with sellers 
before making purchasing decisions. Governments and regulatory authorities should 
therefore require online platforms and sellers to provide clear and accurate information 
regarding product descriptions, pricing structures, delivery conditions, and return policies. 
Transparent disclosure obligations can help consumers make informed purchasing 
decisions and reduce the risk of deceptive commercial practices.29 

Another key policy priority involves strengthening consumer rights in digital transactions, 
particularly in relation to electronic contracts and online purchases. Consumers should 
have the right to receive accurate information about the contractual terms governing online 
transactions and be able to withdraw from certain digital purchases within reasonable time 
limits. Legal frameworks should also ensure that consumers have access to effective 
remedies in cases involving defective goods, delayed deliveries, or fraudulent online sellers. 
Clear legal procedures for refunds, product replacements, and dispute resolution can 
significantly improve consumer confidence in digital marketplaces.Enhancing data 
protection and digital privacy safeguards is also essential for improving consumer 
protection in e-commerce. Digital marketplaces rely heavily on the collection and 
processing of consumer data, which may include personal information, purchasing 
preferences, and payment details. Regulatory frameworks should therefore establish strict 
rules governing how online platforms collect, store, and use consumer data. These 
regulations should ensure that consumers retain control over their personal information 
and that companies are held accountable for protecting sensitive data from unauthorized 
                                                           
28 Al Azhari, F. U., Shah, S. H. M., Al Azhari, S. I., Rasool, F., Ahmed, R., Samad, A., & Rehman, A. (2025). 
The role of Islamic economic principles in family law: A study on inheritance and property rights within the 
context of child protection. Global Islamic Research Journal, 1(1), 59–76. https://doi.org/10.65960/girj.1.1.2025.2 
29 Mak, V. (2024). 
Redefining equality in European contract law: Protecting consumer interests in a post-consumer society. 
European Law Open, 3(3), 561–586. 
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access or misuse.In addition, policymakers should encourage the development of effective 
online dispute resolution mechanisms for resolving conflicts arising from digital 
transactions. Traditional legal procedures may be time-consuming and expensive, 
particularly in cases involving small-value online purchases. Digital dispute resolution 
systems can provide faster and more accessible alternatives by allowing consumers and 
businesses to resolve disputes through online communication platforms. Such systems may 
involve mediation, arbitration, or automated dispute resolution procedures designed to 
facilitate fair outcomes without requiring extensive legal proceedings.30 

Legal Harmonization Strategies and Future Directions for Digital Marketplace 
Regulation 

While national policy reforms play an important role in strengthening consumer 
protection, the global nature of digital commerce requires broader efforts toward legal 
harmonization across jurisdictions. Cross-border e-commerce transactions frequently 
involve parties operating under different legal systems, which can create uncertainty 
regarding applicable laws and enforcement procedures. Harmonizing legal standards for 
digital commerce can help reduce regulatory fragmentation and facilitate more effective 
protection for consumers participating in international online markets.One strategy for 
legal harmonization involves the development of international guidelines and regulatory 
standards governing e-commerce activities. These guidelines can establish common 
principles for electronic contract formation, digital consumer rights, online payment 
security, and dispute resolution mechanisms. By aligning national legal frameworks with 
internationally recognized standards, governments can promote regulatory consistency and 
reduce legal barriers to cross-border digital trade.31 

Another important aspect of legal harmonization involves strengthening international 
cooperation among regulatory authorities responsible for overseeing digital marketplaces. 
Consumer protection agencies, competition regulators, and data protection authorities 
should collaborate across jurisdictions to monitor global digital platforms and enforce 
compliance with consumer protection laws. International cooperation can facilitate 
information sharing regarding fraudulent online sellers, coordinated enforcement actions 
against deceptive business practices, and joint regulatory initiatives addressing emerging 
digital market risks.The role of digital platform operators themselves is also increasingly 
important in the governance of online marketplaces. Many major e-commerce platforms 
have implemented internal policies designed to regulate seller behavior, monitor product 
quality, and resolve consumer disputes within their platforms. Governments and regulatory 
                                                           
30 Pałka, P., Pałosz, R., Porębski, A., & Wiśniewska, K. (2024). 
A dataset on the contents of 100 terms of service of online platforms, analyzed under EU consumer law. 
Data in Brief, 53, 110136. 
https://doi.org/10.1016/j.dib.2024.110136 
31 Möslein, F. (2023). 
Digitized terms: The regulation of standard contract terms in the digital age. 
European Review of Contract Law, 19(4), 300–320. 
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authorities should encourage responsible platform governance by requiring digital 
companies to implement effective consumer protection measures, including seller 
verification systems, transparent review mechanisms, and fair dispute resolution 
procedures.32 

Looking toward the future, the regulation of digital marketplaces must adapt to rapid 
technological innovation and evolving business models within the digital economy. 
Emerging technologies such as artificial intelligence, blockchain systems, and automated 
trading algorithms are transforming how digital marketplaces operate and how transactions 
are conducted online. These technologies offer new opportunities for improving market 
efficiency and transparency, but they also introduce new legal challenges related to data 
governance, algorithmic decision-making, and consumer protection.Future regulatory 
strategies should therefore focus on developing flexible and adaptive legal frameworks 
capable of responding to technological changes without stifling innovation. Policymakers 
must strike a careful balance between encouraging digital economic growth and ensuring 
that consumers remain protected from exploitation and unfair commercial practices. 
Continuous dialogue between governments, technology companies, legal scholars, and 
consumer advocacy organizations will be essential for designing effective regulatory 
approaches that address emerging risks in digital marketplaces.33 

Conclusion 

The rapid expansion of digital marketplaces has fundamentally transformed global 
commerce, creating new opportunities for businesses and consumers while simultaneously 
introducing complex regulatory challenges. As e-commerce continues to reshape traditional 
market structures, ensuring effective consumer protection has become a central concern 
for policymakers, legal scholars, and regulatory authorities. Digital platforms facilitate cross-
border transactions, increase market accessibility, and enhance economic efficiency; 
however, they also expose consumers to risks such as misleading product information, 
unfair contractual terms, data privacy violations, and difficulties in resolving disputes 
arising from online transactions. 

This study has examined the regulation of digital marketplaces through a comparative socio-
legal analysis of Islamic and Western legal systems. The analysis demonstrates that both 
legal traditions share common objectives in promoting fairness, transparency, and 
accountability in commercial transactions. Western legal systems typically rely on detailed 
statutory legislation, regulatory institutions, and consumer protection agencies to regulate 
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digital commerce and enforce consumer rights. In contrast, Islamic commercial law 
integrates ethical principles with legal norms, emphasizing honesty in trade, transparency 
in contractual agreements, and the prevention of harm as fundamental components of 
market regulation. Despite differences in legal methodology and institutional frameworks, 
both systems aim to protect consumers from deceptive practices and promote equitable 
market relationships. 

The comparative analysis also highlights the growing importance of socio-legal factors in 
shaping the effectiveness of consumer protection in digital marketplaces. Institutional 
capacity, cultural expectations, technological development, and cross-border regulatory 
cooperation all influence how consumer protection laws are implemented and enforced in 
practice. In particular, the global nature of digital commerce presents significant challenges 
for national legal systems, as cross-border transactions often involve conflicting legal 
standards, jurisdictional complexities, and difficulties in regulatory enforcement. 

To address these challenges, greater efforts toward legal harmonization and international 
cooperation are necessary to strengthen consumer protection frameworks in global e-
commerce. Policymakers should focus on enhancing transparency in online transactions, 
protecting consumer data and privacy, developing accessible dispute resolution 
mechanisms, and promoting responsible governance of digital platforms. At the same time, 
integrating ethical principles derived from diverse legal traditions, including Islamic 
commercial jurisprudence, can contribute to more comprehensive and culturally inclusive 
approaches to regulating digital markets. 

Ultimately, effective governance of digital marketplaces requires adaptive legal frameworks 
capable of responding to technological innovation while safeguarding consumer rights. By 
fostering cooperation among governments, regulatory authorities, digital platform 
operators, and international institutions, it is possible to create more transparent, fair, and 
accountable digital market environments. Such efforts will be essential for ensuring that 
the continued growth of the global digital economy benefits consumers while maintaining 
trust, equity, and justice in modern commercial systems. 
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